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ABSTRACT

Wireless sensor networks are expected to be
one of the key enabling technologies in the near
future. Ubiquitous intelligent sensing environ-
ments have a promising potential to enhance the
everyday life of citizens, bringing important
social benefits for each person and for society as
a whole. Substantial research has contributed to
progress in this field. However, there are still
gaps to be filled. This article presents an
overview of the Creating Ubiquitous Intelligent
Sensing Environments (CRUISE) project and
identifies challenges in the research on WSNs. It
focuses on outlining the consortium’s vision and
strategy for the evolution of research. Key issues
for target sensor network applications and cur-
rent research orientations in CRUISE are
described. Future work within the project focus
areas is identified.

INTRODUCTION

Working toward ubiquitous intelligent sensing
environments, we are already witnessing the
promising future of this technology with trial
prototypes and early systems. Wireless sensor
networks (WSNs) are under development in
vehicles, smart houses, road and traffic safety
applications, for emergency response, health
monitoring, support for elder people, monitor-
ing of farm animals [1], and other uses. The
wide diversity of applications leads to different
requirements and challenges, making multidis-
ciplinary research efforts necessary. Neverthe-
less, the great potential for innovative
user-centric applications [2] is a major driving
force motivating researchers to work on a vari-
ety of challenging research topics. WSNs’
unique feature is that they can capture the spa-

tial and temporal dynamics of the environment
or process they monitor.

Although many protocols and algorithms
have been proposed for traditional wireless ad
hoc networks, they are not well suited to the
diverse architectural features and application
requirements of sensor networks. The nature of
WSNs adds extra requirements — the protocols
and algorithms must cope with processing
power, energy, remote configuration, and
deployment constraints. Hence, self-assembly
and continuous self-organization during the life-
time of the network in an efficient, reliable,
secure, and scalable manner are crucial for the
successful deployment and operation of such
networks. Furthermore, cross-layer optimization
plays an important role; on one hand for effi-
cient coordination of data aggregation (sensing),
and on the other hand in order to realize ener-
gy-efficient reliable communications with limit-
ed processing capabilities. In summary, sensor
networks pose a number of new conceptual and
optimization problems and many implementa-
tion challenges.

The Creating Ubiquitous Intelligent Sensing
Environments (CRUISE) Network of Excel-
lence, with 32 partners (http://www.ist-cruise.
eu/), started in 2006, and focuses on research in
WSNs and the integration of researchers on this
topic. Focal points of the joint research activities
are some highly relevant areas: architecture and
topology, protocols and data fusion, mobility and
security, and transmission, as presented later.
The novelty of the CRUISE approach is to deal
simultaneously with applications and basic
research issues so that applications open new
research topics, and basic research solutions
make new services possible.

Within CRUISE, challenging topics have
been defined, and integrated work is under-
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way in order to provide common solutions
toward the successful implementation of
ubiquitous intelligent sensing environ-
ments. Some of the investigated research
topics are classical problems of WSNs that
have not been completely solved yet; others
are quite new.

The article continues with key applications,
the focus of the work, current research orienta-
tions, and open issues in the four identified inte-
gration areas; and concludes with an outlook for
future work.

TARGET APPLICATIONS OF WIRELESS
SENSOR NETWORKS

In a wide range of applications such as environ-
ment and habitat monitoring, asset tracking,
smart homes, and healthcare, WSNs will lead to
more effectiveness, cost reduction, and
increased quality of life. Applications like envi-
ronmental and health monitoring, vehicle sup-
port, and event tracking are being investigated
in CRUISE.

ENVIRONMENTAL MONITORING

WSNs are expected to find wide applicability in
environment and habitat monitoring since they
can easily be deployed in large areas, and cap-
ture the spatial and temporal state of the moni-
tored environment. Of relevance here is event
detection and localization, where an event can
be the outbreak of a forest fire or release of a
toxic substance in the drinking water reservoir
[3]- A sensor field is deployed over a large area,
and nodes measure various signals (e.g., temper-
ature or pollutant concentration). The main
problem is to use the measurements to decide
the existence of an event and locate its source.

LoGISTICS MANAGEMENT

Atomization of goods, new value chains, just-in-
time production, globalization, and further
developments in logistics require new technical
solutions. WSNs and advanced communication
will allow better surveillance of goods and even
enable decentralized decision making at goods
transport, as investigated in the framework of
Collaborative Research Center 637 funded by
the German Research Foundation. Sensors and
radio frequency identification (RFID) tags can
be placed in transport vehicles (Fig. 1), as well
as on goods.
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EMERGENCY MANAGEMENT

In emergency management (e.g., firefighting and
emergency aid after disasters), emergency forces
cannot assume the presence of any communica-
tion infrastructure, but sensor information from
different locations can improve their work. In a
disaster scenario the same technology would
enable medics to more effectively care for large
numbers of casualties. An integration of WSNs
with firefighters is demonstrated in [4]; the focus
is on the use of WSNs to directly support the fire-
fighter when entering a building on fire (Fig. 2).

HEALTH MONITORING

In medical care, outfitting care subjects with tiny
wearable wireless sensors forming a body sensor
network (BSN) would allow medical teams to
monitor the status of their patients (at either the
hospital or home). In this case the BSN trans-
mits the current readings of vital signs (heart
beat rate, body temperature, blood glucose, etc.)
to a hospital database. Medical staff, emergency
teams, and general practitioners can then access
the data when needed (Fig. 3).

These applications are very diverse, and have
different needs in terms of large-/small-scale
deployment, interference-free/interference-prone
environment, information velocity required, and
passive nodes/actuators. This diversity motivates
the research challenges introduced next.
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M Figure 2. Firefighting scenario: virtual lifeline relaying voice messages and mission-critical data.
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OPEN ISSUES AND
CURRENT RESEARCH ORIENTATIONS

SENSOR NETWORK ARCHITECTURE AND
ToroLoGY CONTROL

Research Challenges Related to WSN Architecture —
One key aspect of WSN architecture and corre-
sponding infrastructure is their complete depen-
dence on application needs. One goal of the
architecture is to allow components developed
for one particular system to be used in other sys-
tems. The development of energy-efficient archi-
tectural solutions and their scalability are main
open issues in the field of WSNs.

Wireless Hybrid Networks — Research on WSNs has
employed architectures suiting theoretical and
research needs: homogeneous, isolated, very large,
multihop, and so on. In practice, wireless sensing
and control need to be connected to the existing
infrastructure through wireless body area networks
(WBANSs), wireless personal area networks
(WPANS), WLANS, and beyond third generation
(B3G) cellular or directly wired IP networks.
Current research has concentrated on the
convergent integration of autonomous wireless
networks (WLANs and WPANS), including mul-
tihop deployments with the infrastructure.
Research was carried out on hierarchical WSNs
with different classes of nodes [5]. However, very
little has been done on the integration of WSNs,
which often use proprietary wireless technologies
and protocols, with other wireless networks.
Thus, a challenging area is the study of wireless
hybrid networks (WHNSs), which represent the
merging of WSNs and cellular systems (Fig. 4).

Management Aspects of WSNs — The design of effi-
cient management software architecture for
WSNs plays an important role. To decouple the
development of applications from the hardware
features of sensor devices, it is necessary to
design a middleware layer that can perform vari-

ous tasks. An efficient design, in order to opti-
mize energy consumption and latency is clearly
an outstanding challenge. Additional manage-
ment aspects are discussed later.

Fundamental Issves and Trade-Offs in WSNs — Sensor
networks should be deployed and operated in
such a way that the sensor devices meet the fol-
lowing objectives:
* Must cope with bandwidth limitations
* Must use their limited energy judiciously in
order to extend the network’s lifetime
* Must monitor/measure and represent a physi-
cal process subject to specified accuracy
e The network must be fault-tolerant and allow
a number of sensor node failures
The first goal is to identify analogies between
source and channel coding, and some problems that
arise in the context of WSNs. Then such similarities
need to be exploited in both flat sensor network
architectures and hierarchical WSN architectures.

Research Challenges Related to WSN Topology Control —
Topology control has several aspects: topology
discovery, formation, and maintenance. Network
topology is an important model of the network
state as it implicitly gives information about the
active nodes at a particular time as well as the
connectivity/reachability map of the system.

Topological changes occur when a node dis-
connects/connects from/to all or some of its
neighbors. Modification of the network structure
may lead to performance degradations in the
network. For this reason, network management
procedures are required [7]. The management
scheme has to be designed to keep the network
infrastructure stable. Moreover, topology control
applications can be closely related (e.g., cluster-
ing and routing or management and routing).

Topology Discovery and Network Formation — The
main goal of topology discovery [8] is to deter-
mine sensing gaps and network coverage. It can
also be used as a routing framework for calculat-
ing WSN characteristics: coverage, connectivity,
usage patterns, and so on. Topology is also a key
attribute since it aids in network performance
analysis. Topology discovery algorithms have to
retrieve network state information necessary for
network administrators to monitor topology con-
trol decisions. One potential challenge is to opti-
mize the mechanism for network formation in
IEEE 802.15.4-based networks with tree topolo-
gies considering multisink scenarios.

Topology-Aware Routing — Routing protocols need
to address many topological changes and high
scalability. The aim is to study and propose rout-
ing mechanisms that are “aware” of the network
topology. Special attention is paid to routing
protocols that can be designed for the 802.15.4
standard. It is foreseen that we will investigate
protocols for creation and maintenance of multi-
cast topologies supporting data dissemination
from multiple sources toward multiple observers.
Node mobility is taken into account, too.

Clustering for Topology Control — A cluster tree pro-
vides a hierarchical routing structure in which
messages are forwarded up along the tree from
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the source to the first common parent of both
the source and destination nodes, and then down
the tree to the destination. Efficient addressing
of the nodes in a cluster tree can highly simplify
the subjacent routing procedure. The addressing
scheme and how the nodes of each branch are
structured according to their particular range are
in fact included in the ZigBee specification. The
routing scheme needs improvement, especially in
those cases where nodes in the vicinity of each
other are organized in two branches of the tree
and thus, instead of a direct link, a multihop path
is required to communicate with both of them.

SENSOR NETWORKS PROTOCOLS AND
DATA AGGREGATION

Research Challenges Related to WSN Protocols — To
design new protocols, the network needs to be
analyzed under the characteristics of the subja-
cent architectures and applications that are used
over WSNs. Additionally, the required trade-offs
are quite different from those of traditional
wireless networks. One of the most relevant
aspects is power conservation; therefore, the
required procedures should make the most effi-
cient use of node energy. Another aspect is the
usual low capacity of the devices, which poses
some bounds on the complexity of the processes
that can be employed. Last, but not least, appro-
priate sharing of the information throughout the
whole protocol stack becomes a key aspect in
order to tailor the operation of the protocol
entities to the characteristics of the network.

In the following, the network protocol aspects
on which the CRUISE project is focused are
presented (Fig. 5).

Medium Access Control — The performance param-
eters used over traditional wireless networks are
no longer valid for WSNs, in which energy con-
sumption as well as behavior over spontaneous
multihop topologies need to be considered.
Medium access control (MAC) for WSNs is now
dominated by the IEEE 802.15.4 protocol, for
which the first commercial products exist. In this
sense, the CRUISE project aims to analyze its
shortcomings and propose new and advanced
MAC techniques not currently covered.
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Routing Protocols — In this field there is no domi-
nant solution yet. A lot of research has been
dedicated to analysis of the behavior of proto-
cols designed for ad hoc networks over WSNss,
but the slight yet fundamental differences
between these types of networks must be consid-
ered. Routing has to be adapted to the subjacent
topology/architecture, and must consider the way
in which sensor devices generate traffic, which is
often either broadcast or multicast. On the other
hand, typical performance metrics (e.g., through-
put) are less important in the case of WSNs.
Both reactive and proactive routing strategies
and their impact on energy consumption are
analyzed. Special attention is paid to the ZigBee
architecture, since it is becoming the de facto
standard for WSNs.
The CRUISE project structures its work on
routing protocols on three main axes:
* Analyze routing strategies that provide opti-
mized energy consumption.
e Study the impact clustering techniques may
have on routing procedures.
e Investigate advanced routing techniques,
embedding data querying information to opti-
mize the required overhead.

Data aggregation and
fusion techniques

* Topology-based optimizations
¢ Clustering techniques
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M Figure 5. Research topics related to WSN protocols and data aggregation.
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Thus, to properly
profect network
operation and not fo
hinder the acceptance
of this promising
fechnology, WSNs
require novel security
algorithms to achieve
robustness and
privacy while
maintaining a good
performance level.

End-to-End Transport Protocols — End-to-end trans-
port protocols in WSNs are typically understood
as mechanisms for reliable delivery of data from
the source to the destination. This includes both
recoveries from transmission errors and flow
control mechanisms. Numerous techniques have
been suggested, ranging from acknowledgment-
based mechanisms to forward error correction or
repetition coding, and even multipath routing.

Several of the fundamental research issues
for end-to-end transport in WSNs are still open.
The flow control techniques studied so far are
rather rudimentary and do not take advantage of
available information (e.g., application-specific
or topology information). Even less clear is how
to best accomplish end-to-end transport in dif-
ferent types of many-to-one and many-to-many
communications.

The CRUISE project investigates in depth
how an adequate design of transport protocols
may help to improve energy consumption and
empirically assesses the compatibility problems
with legacy TCP/IP protocols.

Cross-Layer Optimization in WSNs — Resource limi-
tations typically found in WSN devices accentu-
ate the need for algorithm optimizations in
sensor network applications, most often to con-
serve energy. One technique for such optimiza-
tions is cross-layer interactions where, in contrast
to a strictly layered architecture, different enti-
ties closely interact, dealing with the properties
of sensor networks (e.g., impairments of radio
propagation, limited battery lifetime) that can-
not be appropriately handled by legacy architec-
tures. Therefore, in WSNs the traditional layered
approach is substituted by component-based
architectures where cross-layer interactions are
more easily performed.

However, the requirements for system sup-
port are still unclear. In fact, there is no com-
mon understanding of cross-layer interactions
yet. In particular, two different approaches are
followed:

* Integration of physical and MAC schemes

(e.g., UWB and IEEE 802.15.4)

* Network layer optimizations, in which routing
is based on geometrical optics (i.e., taking
information from the physical layer)

Research Challenges Related to Data Aggregation and
Fusion in WSNs — Traffic generated by WSN
applications is typically characterized by a high
degree of spatial correlation, because all the
devices located within the area where a phe-
nomenon occurs will notify the sink of the same
event. To reduce its impact, data fusion tech-
niques are proposed: combine the same phe-
nomenon data coming from multiple sensors and
turn them into a single packet. This allows reduc-
tion of energy consumption and thus an increase
of the network’s lifetime. The strategies for data
fusion are centralized, tree-based, and cluster-
based (static and dynamic).

The success of the aggregation procedure
depends on different factors and protocol enti-
ties, and a single-layer strategy would produce
only suboptimal solutions. Therefore, a cross-
layer approach is more appropriate. Within
CRUISE, the focus is on both tree-based and

cluster-based schemes, discussing metrics such as
overhead and the reliability of the subjacent
aggregation schemes.

SECURITY AND MOBILITY FOR WIRELESS
SENSOR NETWORKS

Research Challenges Related to Security and Privacy —
Apart from the general security requirements for
WSNs, some of the above mentioned scenarios
concern collection and communication of very
sensitive data for the individual. Thus, to proper-
ly protect network operation and not hinder
acceptance of this promising technology, WSNs
require novel security algorithms to achieve
robustness and privacy while maintaining a good
performance level. Three security aspects are the
focus of the joint research: providing privacy and
anonymity, robustness through misbehavior
detection, and usability through authentication
protocols for mobile nodes.

Privacy Protection and Secure Profile Management — In
ubiquitous sensorized environments diverse
types of sensitive data for individuals, such as
their health, behavior, and location, will be gen-
erated and processed, so privacy and trust are
key issues to address in the design of person-
centric WSNs. In the medical scenario, for exam-
ple, the patient’s health status and medical
history are communicated. In any case, people
should be able to use services while preserving
their privacy and anonymity. The diverse situa-
tions require different types of personal informa-
tion to be disclosed, and context-aware policies
with user-friendly mechanisms to specify differ-
ent sets of rules for people’s roles and identifica-
tion of appropriate levels of protection for
sensitive data. In this way the demand for the
person to be in control of sensitive information
disclosure can be fulfilled.

The direction taken by the partners is to
develop an adaptive privacy protection concept
with a profile management framework for WSNs
that intelligently takes into account context, user
roles, and preferences [9].

Detection of Mishehavior in WSNs and Attack Modeling —
Reliable and timely detection of deviation from
legitimate protocol operation is recognized as a
prerequisite for ensuring efficient use of resources
and minimizing performance losses in WSNs. An
attacker may exploit protocol weaknesses to
obtain network resources to his/her own benefit
by depriving others or simply to cause trouble to
the network. Such attacks can be carried at any
network layer, for example, by not respecting the
MAC access rules, routing strategy, or transport
layer congestion control algorithm.

The basic feature of attack and misbehavior
strategies is that they are entirely unpredictable
[10]. In the presence of such uncertainty and to
evaluate security threats, it is meaningful to seek
models and decision rules that are energy-effi-
cient and robust under a wide range of uncer-
tainty conditions, protocols, and information
available.

It is also important to investigate ways of:

* Modeling the attack itself in a hierarchical
manner, as proposed by attack trees
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* Modeling and quantifying risk and benefit for
the attacker in order to identify the most
probable attacks for each WSN application
space

Secure Mobility: Authentication and Key Management —
Changing topology implies that the individual
node needs to maintain information of the nodes
entering and leaving its neighborhood, and mini-
mize the number of re-authentications. Many
security protocols and solutions for key manage-
ment have been proposed, some of which are
quite widely used. However, the cryptographic
algorithms and security protocols used in WSNs
must consider the storage and computational
limitations of the nodes. Key management is also
affected by the topology and internal organiza-
tion of WSNs, which can be hierarchical, dis-
tributed, or hybrid. The intrinsic constraint of
WSNs is that the number of messages used in
authentication must not be excessive. Having
this requirement in mind, centralized and dis-
tributed strategies and predistribution tech-
niques are evaluated in the project.

Research Challenges Related to Mobility — Mobility
introduces great demands on WSNs, but can
also significantly increase the capability of WSNs
by making them resilient to failures, reactive to
events, and able to support disparate missions
with a common set of sensors. The research
issues for mobility in CRUISE are mobility mod-
els for predefined scenarios, and MAC and rout-
ing optimization under the different mobility
classes and models.

Mobility Models for Predefined Scenarios — We inves-

tigate how different mobility models can be

applied to simulate realistic scenarios for WSNs.

A specific issue is to find algorithms that help

various aspects of WSNs and provide support for

some of the objectives for sensor mobility:

* Dynamic coverage: Mobile sensors can be
used to cover undersampled areas.

* Event detection and tracking: Mobility may be
useful to detect and track spatially and tempo-
rally spread events.

* Network repair: A faulty node could be
replaced by moving a healthy one in its place.

e Data mules: This means having mobile nodes
collecting data from stationary nodes.

¢ Distributed calibration: This can be achieved
by calibrating stationary sensors.

MAC and Routing Optimization Under Different Mobility
Classes and Models — Most of the proposed MAC
protocols to date are not efficient for mobile
WSNs with moderate to high mobility. The diffi-
culty stems from the fact that the MAC protocol
must be able to assign different priorities taking
into account traffic information, the mobility
pattern of the nodes, and their impact on higher-
layer procedures such as routing. We study the
effects of mobility, considering the realistic con-
straints (energy, CPU, and memory) and how
the standards, especially IEEE 802.15.4, can
incorporate a clever mobility-aware scheme. It is
essential to investigate:

* Algorithms to predict potential topology

changes based on mobility models
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* A clever mobility-aware scheme in IEEE
802.15.4 for contention channel access/GTS
slot assignment

* Routing protocols in hybrid sensor networks
with stationary and mobile nodes

WIRELESS SENSOR NETWORK
TRANSMISSION ASPECTS

Research Challenges Related to WSN Transmission — As
pointed out in [2], the physical layer has been
until now a relatively unexplored area in WSNs.
Although a significant amount of research has
been done on signal design and transmission
techniques for wireless communication systems,
including ad hoc networks, the findings and
guidelines are not always the most appropriate
to meet the unique features and application
requirements of sensor networks.

In the following subsections we describe the
related research issues within CRUISE concern-
ing transmission and reception, which contribute
to the deployment and success of WSNG.

Moduvlation and Coding for WSNs — The target within
CRUISE is to develop modulation and coding
schemes suitable for WSNs, and adequate to
achieve the performance requirements and
power constraints of WSNs, in both the single-
link case and a multi-user environment, with a
focus on ultra-wideband (UWB) and multiple-
input multiple-output (MIMO) techniques, both
independently and combined.

UWRB or impulse radio (IR) modulation has
recently drawn considerable interest for short-
range communication applications. We aim to
design:

* Higher-order modulation schemes for IR-

UWSB signaling
» Efficient hopping strategies
e Error correction schemes and trellis coded

modulation for UWB systems
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The primary objective
of CRUISE is to make
a significant
contribution to the
effectiveness of
research on
communication and
application aspects of
WSNs in Europe.

Techniques employing multiple antennas at
the transmitter and/or receiver (MIMO) play a
powerful role in improving the performance of
and reducing the required transmission power
for wireless systems. MIMO techniques applied
to WSNs would significantly reduce the impact
fading and can lead to significant power savings
by exploiting diversity. The drawbacks: MIMO
techniques are often highly complex and power-
hungry. Thus, we examine MIMO techniques to
determine if there is overall energy saving for
the envisaged applications.

Finally, we look at the combination of UWB
and MIMO since it will potentially provide both
the low-energy behavior of the first and the
spectral efficiency of the second.

Channel Estimation for WSNs — All the above men-
tioned techniques rely on a good channel estima-
tion to perform coherent detection at the
receiver. Channel estimates are necessary for
physical layer processing, but are also of
paramount importance for the other layers
(MAC, network) in the framework of a cross-
layer design. Therefore, the identification and
design of adequate channel estimation schemes
is of the utmost importance for WSNs. More-
over, channel estimation is mandatory, and even
more accuracy is needed if we wish to adapt the
transmitter to the channel conditions. Figure 6
shows the impact on the symbol error rate (SER)
when a multi-user adaptive algorithm is per-
formed in the presence of channel estimation
errors. Small errors in the estimation procedure
(e.g., 5 percent) can lead to 50 percent SER
degradation or higher.
For these reasons we follow two approaches:
* Design channel adaptation algorithms that are
resilient to estimation errors.

* Design and evaluate robust techniques for
channel estimation in a distributed manner.
Blind vs. pilot-based schemes are considered,
and estimation methods and pilot assignment
that exploit the spatial correlation in channels

for dense WSNs are explored.

Localization, Radio Frequency, and Propagation Issves —
Synchronization is a requirement in WSNs not
only from the perspective of applications, but
also to achieve diversity through cooperation
among nodes. To provide algorithms for time
delay estimation and localization dedicated to
WSNs, electromagnetic field source recognition
evaluation by correlation means is being
explored, as well as the influence of the frequen-
cy and tissue properties on the communication
path loss between sensors.

Further work is devoted to the development
of the appropriate channel models to character-
ize the WSN environment. Most transmission
research activities will find support on these
models.

Collaborative Transmission — We focus on exploit-
ing coordinated or collaborative transmission in
WSNs, identifying the key parameters and ana-
lyzing the performance benefits of using such
techniques in terms of: bit-rate, bandwidth,
error probability and energy-efficiency. New dis-
tributed beamforming methods to provide can-

cellation of interference and noise, assuming a
randomly deployed distributed WSNs, are under
design, paying particular attention to the feasi-
bility of collaborative transmission solutions for
IR-UWB communication due to the appropri-
ateness of this technique for short-range com-
munications.

Decentralized Source and Channel Coding — We work
with decentralized source coding, using the cor-
relation models based on the physical laws that
determine the behavior of the environment mea-
sured by the WSNss, as well as self-organized and
power-efficient methods for learning nonstation-
ary correlation models. Joint source-channel
codes are also developed, motivated by the com-
munication paradigm, aiming at higher efficiency
in power, delay, and complexity.

CONCLUSIONS AND FUTURE WORK

The primary objective of CRUISE is to make a
significant contribution to the effectiveness of
research on communication and application
aspects of WSNs in Europe. This article
describes the research strategy and roadmap
within the context of CRUISE objectives. The
project integration work is grouped in four main
directions: architectures and topology control,
protocols and data fusion, mobility and security,
and transmission. From the broad spectrum of
open topics within each direction, the partners
have identified key research issues for joint
work. Work in progress in each area is presented
in the context of the state of the art, and direc-
tions of future efforts are suggested.

Follow-up topics spreading over several inves-
tigated areas, key for the common project frame-
work based on the integration of WSNs with
wireless hybrid networks, are on top of the
research agenda for the evolution of research.
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